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ABSTRACT

The Test and Evaluation (T&E) community is at the forefront of meeting the challenges presented by the cyber
security attacks on U.S. infrastructure, industry and individuals. This requires a trained and agile response
capability. While large cyber simulations are extant, e.g. Cyber Guard and Cyber Flag, they are costly, schedule-
constrained and not easily tailored to small test environment requirements. There are clearly a range of many
parameters of this problem: size, scope, and technologies. Work by personnel from the Information Sciences
Institute of the University of Southern California, along with personnel from the California Air National Guard and
a major National Laboratory, have developed a set of simulations and techniques for use by small cyber security
units. These new approaches should be directly applicable to the T&E environment as well as to the training
environment for which they were originally designed. The process consisted of the conception, design and
implementation the Cyber Quick-Reaction Training Environment (CQRTE). This paper focuses on our research and
development (R&D) efforts, which used HPC to stand up this low-cost fully operable simulated cyberspace
environment. As best as can be ascertained, it is the first of its kind. The project has demonstrated how CQRTE can
effectively model warfare principles within the context of cyberspace operations and, when implemented, these
principles can achieve a valuable test environment. The designers recognized the necessity of having effective
methods of capturing, logging, archiving and displaying the resultant data. This data management system will be
useful if the CQRTE system were to be adopted for T&E use. The authors lay out the criticality of a high level
approach to understanding which elements of the data need attention, as well as how to structure and visualize the
data to produce insights that will otherwise go unnoticed. This paper describes how to assist technical personnel in
their efforts to improve the testing of how the critical cyber threat is being met. It is also a paradigm case for
organizational analysis driving data management design. The tactic of minimizing costs, facilitating access, and
improving utility by using open source software is presented. The various parameters of the performance and the
experience during the simulated cyber event will be offered and analyzed. The record of the first implementation of
this process will be presented, along with the results of the first complete exercise using the system. The paper will
close with an analysis of the utility of this approach, its extensibility into other areas, and future research
requirements.
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