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ABSTRACT

The protection of inventions and other intellectual property (IP) is provided for in Article I of the U.S. Constitution, but the passage of time and the evolution of society has clouded the original goals and obfuscated the vision of promoting progress.  Using diverse points of view, the authors present the history and the current impact of the Patent system on the development and deployment of technology, especially as these relate to national defense issues. This paper begins with a quick review of the inherent need for the protection of IP, the founders’ intent, and the ways in which the legal processes have altered over the decades. They justify their assertion that not all of these changes have been salutary and discuss times when they have become impediments to or destructive of progress.  Some feel that protection of the lone inventor has given way to weapons of organized interlopers and defensive tactics by large corporations. Patent grants have exploded to unimaginable levels. Data will be presented on the number and complexity of patents.  The paper will follow that with an analysis of the pressures that have caused that drift from the original goals.  There is a review of thought concerning the current practice and future changes to encourage creative endeavors from the point of view of Legal, Technical and Academic participants.  A brief outline is given of international issues and the impact of various countries’ approach to this problem and steps that the U.S. might take to enhance the rule of law and the global protection of IP. This is discussed in relation to its being necessary for a strong defense environment for the Nation and its allies. The paper closes with possible areas of future disruption.
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INTRODUCTION                   Introduction, History, and Background   3.0 pages –

Paper Organization

This paper advances the background of the need for the protection of intellectual property, the ways in which this protection is vital to defense efforts and the ways the decades have eroded the original intent of the framers of the U.S. Constitution, potential impacts on the defense posture of the nation and potential changes foreseen for the future.  The paper is organized along those lines, with supporting references adduced at the appropriate times to support the authors’ assertions and provide further study for those interested.  The paper does not aspire to be a leaned legal treatise or masquerade as legal advice, but is offered as a guide to the defense manager and researcher as an introduction to a critical, but often overlooked, issue in the assessment of the strengths and weaknesses of the nation and its allies. As very few members of this conference are familiar with legal citation formats or have access to legal case law, the authors will cite important cases by cites to academic articles discussing their import. 

History
	
The need for protection of an inventor’s right to control his own product has been recognized for centuries.  There is solid documentary evidence that the Venetians of the renaissance sought and received such protection from the ruling Senate of Venice in the mid fifteenth century (Ladas, 1975) and some say that there is evidence of such a right as far back as classical Greece.  The basic concept was one of fairness: a person should be able to enjoy the fruits of their own labor, be it a harvest from their own field or the product of their own mind. Several ancillary purposes evolved, and not without abuse and controversy, over the intervening three centuries when the U.S. Constitution declared in Article I, Section 8, Clause 8 that the Congress had the power to grant protection.

[image: ]
Figure 1 – Article I, Section 8, Clause 9: “To promote the Progress of Science and useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to their respective Writings and Discoveries;”
A second goal of patent protection for innovators was the encouragement of that process.  More than just being fair to the individual, the mercantile societies in Italy and Great Britain saw a societal good in encouraging innovation and the increase in trade that would bring, all adding to the power of the state.  A third rationale of the early patent systems was to disseminate the new technologies throughout the realm, and not have them be kept secret behind the doors of a guild hall.  So, the bargain that was struck was the sovereign would protect the inventor for a short period of years and grant unto him the absolute monopoly over the use and sale of this technology, but the price required was the full disclosure of the technology so that, after the termination of the protected period, the knowledge would become public property and available to all.  This had the desired effect on the commerce of the glass blowers of Venice and the clock makers of Great Britain.  This was the state of affairs when the founders of the nation penned the words above. .

Within a year, the first statute was passed by Congress: The Patent Act of 1790.  Thomas Jefferson was one of the first commissioners on the U.S. Patent Board, because the act delegated these duties to a board made up of the Secretary of State, Secretary of War and the Attorney General.  The costs of these early filings have been calculated to be on the order of $200 in 2017 dollars. The application process often required a examination determining the usefulness and the lack of prior knowledge or use of the subject of the patent. All this was onerous upon both the patentee and the commissioners, who had other pressing duties.  In the first three years, only sixty-one patents were issued, none of particular note and a subsequent fire destroyed virtually all of the supporting documentation, so all that is know of these first patents is their title, hence, their general subject matter. 

The weaknesses of the first act were noted and led to the passage of the more detailed Patent Act of 1793. Among other things, this act called for more specificity in the patent description, stream-lined the examination process and established the criteria for application that is still in use today.  The Secretary of War was no longer involved and the duties of the Secretary of State and the Attorney General were given more specific duties. This act was the law of the land for four decades. Despite a growing bureaucracy of patent experts in the Secretary of State’s, it was hard-pressed to keep up with the ten thousand patents issued over the life of this Act, an increase of ~15X. This reflects in the onset of the industrial revolution. Eli Whitney’s cotton gin was granted under this new regime.  

The Patent Act of 1836 was largely organizational, establishing the Patent Office, within the State Department, to relieve the over-burdened Secretary of these duties.  Bureaucratic enhancement enabled the doubling of patents at a fortuitous time, as this was the heart of the industrial revolution. Under this act, John Ericson patented 40 new inventions to be used in the USS Monitor, a presage of the move from single device patents, e.g. the cotton gin, to the tens of thousands of patent applications that may be generated by a new car design today.  In 1849, the Patent Office was transferred to the Interior Department, and then in 1925 it was moved to its home today, the Department of Commerce. The volume of patent applications continued to rise throughout the 19th Century.

Another harbinger of a paradigm shift in the patent environment came early in the 20th Century.  Daimler and Benz in Europe had gotten the move to automobiles initiated.  But it was not an auto pioneer who secured a patent, but a patent lawyer, George Selden, who had never put a working automobile into production, had a patent granted early on (1895) for the use of a two-stroke engine that he had seen at a Philadelphia Exposition, on a four wheel drive vehicles.  When his later foray into electric cars failed, he turned to using his patent as a revenue source, seeking to get all of the productive automobile manufacturers to pay him a royalty.  This went fairly well for him and his Association of Licensed Automobile Manufacturers until they ran into the entrepreneurial innovation and obstinacy of Henry Ford who could not absorb the fees paid by the custom car builders.  Ford persisted and when taken to court, prevailed at the Appellate Court level on a basis that did not speak to the issue of the contribution of Mr. Selden, but rested on the fact that his two-stroke design was the same as Ford’s, and virtually all others’, four-stroke designs.  However, it was a sub-text, as during the trial itself, the Ford attorney, gesticulated out the window and said, “I see Studebakers; I see Cadillacs; I see a lot of Fords, but I don’t see a single Selden!”. 

The numbers of patent applications and grants continued to rise.  By 1870, the number of patents had broken one hundred thousand, and by 1911, a million had been issued. There were a number of changes made, both to the underlying law and to the organizations itself, over the decades, but the next Patent Act was not passed until 1952. The Patent Act of 1952 established the U.S. Patent and Trademark Office (USPTO) and further defined and streamlined the processes for seeking and enforcing a patent. Much of the litigation concerning patents is now handled at the level of administrative law hearings before panels of Patent Law Judges and Appeals for U.S. District Court cases are now heard by the U.S. Court of Appeals for the Federal Circuit (CAFC), whose judges are appointed as being more technically proficient and well-practiced in patent law than the other circuit benches.
 (
Figure 
2
 - Graph of Patents and Population by Year
based on USPTO data (USPTO, 2017)
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The number of patents granted and the number of applications filed continues to grow at rates that are hard to conceive. It seems to have been rational up until about 1980, growing at about the same pace as population, as is represented in Figure 2.  There are a number of reasons this dramatic increase (~3 fold) could have happened. One author, an economist, asserts that the increase can be ascribed to the creation of the CAFC, the statutory and judicial strengthening of patentee rights, and the expansion of the disciplines amenable to patenting. (Hall, 2009)

One other reason is advanced is that it is the result of the onset of the information age and the concomitant acceleration of technological innovation.  There is good data to support that theory.  Another is that the entire rationale for filing a patent has changed.  The protections of the rights of an inventor are now significantly altered by virtue of the fact that the pace of invention often outstrips the pace of the protection. A new technology today is not like the cotton gin, that will be used, basically unaltered for decades.  Technological breakthroughs are both ephemeral, as they are often over-shadowed by subsequent advances doing the same thing, are often easily cloned in a way that makes the new invention enough different to escape the protective powers of a patent (echoes of the Ford/Seldon four-stroke/two-stroke dichotomy), and are often better protected by industrial secrecy.  Therefore, some now argue that the vast majority of patents are filed for defensive purposes.  If one has a new process or approach that is patentable, then one is prudent to file such a patent to maintain an upper hand over those who would recognize that patentability and file a patent, followed by a claim for royalties for all items sold using that technology. 

One of the major reasons for this self-protection activity is the increasingly heavy burden of virtually any law suit.  Whether the cost in the loss of revenue due to a prevailing exploitive patent filed by a patent troll, in the cost of successfully defending against such a suit, or in the cost of filing a significant multiple of patents that otherwise would have been sufficient, just to prevent such a legal assault, it is finally that public that must bear the cost.  This misallocation of the nation’s resources is a critical issue, but not the focus of this paper. It is articulated here so as to identify what pressures are on the intellectual property system in this country that may have a future impact on the defensive posture of the nation. 

To bring the situation up to date, one should refer to the many attempts at patent reforms over the last few years.  The most promising was the activity on HR 2795 in 2009.  Some form got by both houses, but then it died in committee.  Its reforms seem to the authors to be more organizational than paradigm-shifting.  Some of its provisions would have adopted the implementation  of “first to invent” standard to “first inventor to file”,  elimination of the subjective “best mode” requirement, requirement of a duty of openness and good faith on patent litigants, constraints on the scope of willful infringement, limits on patentees’ ability to obtain injunctions, authorization to regulate continuation applications, establishment of a new post-grant opposition system, and allowance of members of the public to introduce new information.  

In 2011, the Leahy-Smith America Invents Act was passed by both houses of Congress and signed by President Obama (Act, 2011)  this act contains some significant movement toward the first-to-file standard, As the name implies it is bipartisan (Patrick Leahy, D-Vermont and Lamar Smith R-Texas) and was in many ways similar to the aforementioned Patent Reform Act of 2009 (Bui, 2016).  While lauding its attempts at reform, the authors hold that it does not address many of the defense-critical changes they see as desirable. One of the targets of the reform was the inhibition of patent monetization firms, often referred to as “patent trolls.”  They were consuming huge amounts of private and government resources, comprising around 40% of case activity in patent law (Feldman, et al., 2012).  The goals of the act may not have been met in this area, as in 2015, other authors were suggesting better responses to this problem (Wright & Ginsberg, 2015).  A number of subsequent articles reported problems with the act or inconclusive evidence the act was having any significant effect (Case. 2013 & Lerner, 2015 et al,)

However, in the judicial third of the government, there has been significant activity of note.  As this conference is more interested in technology than in machinery, it may be appropriate to start with an early case involving Samuel F.B. Morse.  He tried to assert a virtually limitless right to all technology that was developed from the telegraph, but in the 1853 case of O’Reiley v. Morse, the court held that such a claim was not intended by the Constitution, which later rulings expanded to hold that abstract ideas were not patentable (Bessen & Hunt, 2007).  In 1980, the opinion in Diamond v. Chakrabarty held that life forms, if created by humans, could be patented (Robinson & Medlock, 2005).  Then there is KSR v. Teleflex of 2007, in which the U.S. Supreme Court took a new and less structured approach to determination of the quality of obviousness, holding that an ordinary practitioner of the art in question would have found the proposed implementation had reasonable expectation of success (Duffy, 2007). A more complex case addressed whether the patent exhaustion doctrine applied to methods as well as products. In Quanta Computer, Inc. v. LG Electronics, Inc, in 2008, the U.S. Supreme Court held that methods were also covered by this doctrine and that a subsequent buyer of a product could practice the methods sold to it by a party that was interposed between the patent holder and the last purchaser (Hungar, 2008).  

While a rational analysis is not possible in this short paper, there are many who note the above cited cases, and a plethora of similar ones, are not the best way to make national policy for the protection of intellectual property.  Other critics would not that the congress has been similarly unable to implement a coherent policy due to an inability to find a reasonably compromise that satisfies all of the diverse parties, e.g. different industries (Hall, 2009).  The rulings may seem arcane to the average citizen, but it is still a matter of some concern that this level of effort is being expended in areas that seem so far different than what was intended by the framers of the Constitution and the goals of the patent law reformers of today. 

This lack of legislative specificity, inclination to litigiousness and the burgeoning patent applications has imposed a cost that may have detrimental impacts on defense. There are a range of studies that have been conducted by members of the legal profession and those outside of the bar, trying to find the impact of these issues and the best resolution to seek in redressing the negatives.  

The courts are heavily burdened at all levels with resolving issues, meaning that many cases are not resolved as  (
Figure 
3
 Case load of Court of Appeals for the 
Federal Circuit1983 – 20116 (CAFC, 2107
a
)
)[image: ]rapidly as would be propitious, but an increasing number are in favor of the patent holder (Lerner, 1995).  The number of cases heard by the CAFC has been holding steady since 1983, save one spike in 1985, as is shown in Figure 3, but there is a recent upswing since 2013 that is almost entirely attributable to the increase in patent law cases, as is shown in Figure 4.  It should be noted that not all of the CAFC cases involve patent law, others include: international trade, government contracts, certain money claims against the United States government, federal personnel, veterans' benefits, and public safety officers' benefits claims (CAFC, 2017).  Many of these contribute but a few cases to the Court’s case load of more than a thousand. Nevertheless, this load still seems overly burdensome on both the litigants and on society.  The case load of CAFC is now dominated by patent law and this trend may continue 

 (
Figure 
4
 – Appeals to CAFC Graphed 
by the Jurisdictional Origin
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CAFC, 2017b
)
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One of the jurisdictional origins in Figure 4 may benefit from some further explication: District Courts, shown here in red.  While to authors could find no official statistics on the breakdown of the case load that category presents to the court, that jurisdiction is limited to: 
· Patents, including appeals arising from an action against the Commissioner of Patents and Trademarks under 35 U.S.C. § 145
· The Little Tucker Act, 28 U.S.C. § 1346
· Section 211 of the Economic Stabilization Act of 1970;
· Section 5 of the Emergency Petroleum Allocation Act of 1973;
· Section 523 of the Energy Policy and Conservation Act of 1975; and
· Section 506(c) of the Natural Gas Policy Act of 1978 

But, more critical to this discussion is the fact that the majority of these District Court cases originate from the first criterion: patent law suits. A former clerk at the CAFC told one of the authors that, in his entire tenure at the CAFC he never saw a single District Court case that was not in the patent law area (Davis, 2017). Accepting that as a general rule, then approximately two thirds of the cases at the CAFC derive from patent disputes of one kind or the other.  Coupled with the fact that the other case loads are basically flat, these data support the contention that the patent administration and adjudication processes are heavily burdened and still growing. This is having and will have significant societal and defense impacts. 






Current Practice          	
Before describing current practice, some patent basics are reviewed here.

By 2010, a device such as a smart phone could have 10 of thousands of patents that apply (RPX, 2011).  Companies hold large patent portfolios Lim, 2014) covering their products.  There have been some important court cases recently.  One case copyright case is Oracle vs Google.  Oracle asserted a small amount of their code had been used open source code published by Google.  The court found that the code so trivial that it did not constitute an invention and threw out the cased < ref >. Oracle asserted that API’s can be copyrighted and only their code could implement the API’s.  Google had written alternative code.  The court found that this was fair use, and copyright protection did not apply.  This case is still under appeal, but it does illustrate that the boundaries of protections continued to be challenged and defined (Samuelson 2012) << Need example where plaintiff won >>.  A common characteristic of these litigations is expense.  Legal expenses of $20 to $30 million are common (Schwartz, 2012)( and with preparation and appeals take years.

To avoid litigation and take as much advantage of fast changing markets, companies use their large patent portfolios to cross license with their competitors.  With large manufacturing companies such as Apple and Samsung having portfolios of thousands of patents, litigation over one patent is no longer inviting since the target company may have many patents that apply to the initiator.  Instead, negotiating a cross licensing deal with reasonable compensation for the differences in portfolios is in the interest of both companies.

Additionally, there is strong incentive to pool patents in standards committees such as PCI, HDMI, MPEG and USB. (PCI, 2017; HDMI, 2017; MPEGLA, 2017; USB, 2017). Unlike the automotive patents discussed above, the organizations normally have low licensing fees and may couple them with logo requirements and other marketing programs.

[bookmark: _GoBack]Filing and maintaining patents has risen in cost.  In addition, the inspiration and development work by the inventor, legal costs to file the patent may run from $6000 to $20,000 in the 21th century (Gallini 2002).  Companies simply desiring defense against competitor patents may also publish inventions.  Making the invention public prevents others from patenting the invention but does not protect the inventor from competitors.

Software development over the last 30 years has been influenced by Open Source.  Large quantities of important functional software such as Linux (Hertel et al 2003) has be contributed by numerous authors and constitutes critical components for devices such as Android and Apple smartphones.  The relevance to this discussion is that most open source licenses such as the GPL (GPL 2007) prevent patenting technology incorporated in open source.

IMPACT ON DOD         1.5 pages –
	
The authors maintain the position that the operation of patent law in the United Sates has three major impacts on the defensive posture of the nation.
· IP protection is a mainstay of the economic strength of the country, upon which defense must rely
· In an economy where much of the innovation comes from private sources, patent rights encourage invention
· Patent enforcement arguably has a curtailing effect by delaying adoption of technologies by others
Naturally, counter arguments could be made and the authors do not advance their assertions as unsupported givens, but will discuss these below. The importance of a good technology policy has been discussed in terms of overall national policy (Eargas, 1987)

The first of the authors’ major points may actually be the most important.  The ability of a nation to defend itself is generally accepted as being closely tied to its economic power (Boezer et al., 1991)  Recent experience as varied as World War II, the Cold War, and the Gulf Wars has shown the economic power of the U.S., coupled with a committed military, has prevailed.  In World War II, the industrial strength of the nation had been fueled by competition, but carefully guided and nurtured by patent law. Recently hobbled by the Great Depression, the economic power of the U.S. enabled them to equip and field a eight million man army, to build nearly 300,000 airplanes for the service air forces, and build nearly 7,000 ocean-going vessels. That industrial production capability was central to Allied success.   More recently, that same industrial engine was the major weapon in the Cold War and the U.S. dominance in that area made it untenable for the Soviet Union to maintain that fight. In subsequent years, intellectual ascendancy has been aided by the immigration of those with intellectual prowess into the United States, thereby deprive potential enemies from benefiting from their own nation’s innovation assets.  

The U.S. is still the international source of virtually all of the innovation in the information age.  This has become increasingly important under the defense “offset strategy.”  The term first gained currency when it was used by Harold Brown to discuss the use of technology to achieve parity with other nations (Brown, 1983) who fielded larger armies and had a tradition of sustaining casualties that the U.S. would find daunting, e.g. World War II armies of the USSR lost around ten million service deaths (Erlikman, 2004) compared to the U.S. Army’s loss of around a third of a million (U.S. Army, 1953).  The difference in the percentage of the army personnel killed was also staggering: 25% versus 2.8%. So, posited many, including Dr. Brown (PhD in Physics from Columbia), the U.S. had to “offset” the Soviet advantage in Europe with Nuclear power.  That offset led to the Pax Nuclear which eventually resulted in the collapse of the Soviet Union who had virtually bankrupted itself trying to maintain parity with the U.S. to prevent a putatively antagonistic hegemony from threatening the Russian heartland.  

The next offset occurred after the Vietnam War when a uncommitted populace and economic constraints caused a radical decline in staffing strength of the U. S. Force, and was more focused on new technologies and operational practices (Tomes, 2006). Now, more than just raw manufacturing muscle, the defense of the nation rested on an unquenchable need for more sophisticated technologies. In these heady days of stealth, cruise missile, drone, and information technology expertise expansion, the need for a motivated innovative class was paramount to U.S. interests both at home and abroad.  The validity of this approach came at the very end of the 20th century and beginning of the 21st Centuries, as the U.S. obtained incredibly one-sided battlefield victories with casualty rates  a small fraction of what was suffered by the opposing forces and what had been suffered by U.S. service personnel in past wars.  

Similarly, the third offset also depends heavily on technology, but now the technology targets for U.S. and allied scientists are the challenges of fielding effective remotely controlled vehicles, robotics, artificial intelligence and data manipulation ascendancy via high performance computing facilitating deep learning. As this offset is underway as this is written, it seems uncertain just what this offset may entail, but its reliance on technology seems guaranteed. Secretary of Defense Ash Carter identified six areas of emphasis in a speech in 2016: anti-access and area-denial, guided munitions, undersea warfare, cyber and electronic warfare, human-machine teaming, and wargaming and development of new operating concepts. (Eaglin, 2016)

Many authors have discussed the importance of the rule of law, the protection of property rights, and the acknowledgement of the individual rights of citizens as a cornerstone of societal advance and industrial productivity.  Even in this new world of rapidly evolving technology, it is argued that these rights must be central to the societal norms or progress will not occur (Friedman, 2005). Some have even seen it as dichotomizing the world into two new sets of antagonists: those committed to the rights of society and human advance versus those that seek benefit for a lawless elite and find regression to tribalism as desirable (Barnett, 2004). Others, taking a much longer view of human history have analyzed the importance of governmental and societal impacts on development and sustainment of productivity assets that are closely tied to defensive capabilities (Murray, 2003). 



The patent system clearly impacts the development and availability of technology in several ways.

Formerly technology discoveries were rare enough and concentrated in geopolitical boundaries.  As a result, it was possible for an invention to be classified and patenting to be delayed for many years.  On example of this would be the invention of public key cryptography.  The patent was not issued until XX years after the invention<insert reference here>many years after it was filed.  Because the development of technology is spread so much worldwide and companies are highly incented to file patents to protect themselves and their platforms, classification and delayed granting of patents is much less likely.  As a result, the exclusive access to a technology for many years will be less common.

Contractors will be unwilling to give up potential patent advantages solely to support DoD work, so contracts must address this matter.



International IP and National Security

  The development of the World Wide Web lead to significant pressure around cryptography.  Although cryptographic technology is a National Security asset, it is also critical to the operation of the web to enable privacy and authentication needed for commerce < ref.  If nothing else use Snieer’s book  “Applied Cryptography” >(Schneier 1996).  Also, the rapid development of compute power has resulted in computing needs for smart phones that surpass supercomputers of only 30 years ago < ref >.

To promote commerce and recognize realities export restrictions on many critical technologies have been relaxed in the last 25 years.

One other consequence of the developing global economy is that many critical components are not manufactured in the US.  We mention that in this paper because the international patent system as well as economic realities contribute to this.  (Friedman, 2005)

Survey of Potential Changes and Solutions    	1.5 pages– All

As stated before, this nation’s patent law and practice has far-reaching and wide-spread impacts on U.S. defense posture. (Patent Progress, 2017) While many of the suggested remedies for current problems may at first seem distant from direct implications for defense, the underlying strength of the economy is still a critical factor in defense.  However, rather than just parroting others call for reform, this section will cover recommendations that will constitute a direct connection to DoD activities.  

The first of these is conundrum familiar to the INTelliegence Community (IC): intelligence that is not available to decision makers and warfighters is of little use, but wide dissemination incurs increased risk of sources and methods compromises that may eradicate the future use of the that exploitable data stream, not to speak of the potential to clandestine personnel who may have been responsible for its collection in the first place.  In the instant case, the conundrum is: technological advancement is accelerated by the most pervasive knowledge of new insights and approaches, but the general knowledge of these techniques makes it available to the potential enemies as well. Classification of techniques typically will preclude patent applications, both leaving the inventor open to future law suits and depriving the inventor’s industry colleagues from exploiting his advances.  The authors believe this may be an area amenable to the government’s indemnifying the inverter against such post hoc problems. Notwithstanding current events’ news of breaches, the dissemination of classified technology within the secure community of cleared contractors may be a compromise choice on limiting the dissemination of technology to those who are most likely to make good use of it for U.S. benefit. 

Similarly, the suggestion of some authors to substitute publication as a preventative measure to preclude prosecution by patent trolls, might well be met with some kind of government agreement to protect the inventor from such aggression in return for the inventor’s not publishing in a way that would have the nation’s antagonists gaining easy access to important information It is recognized that many government contract call for the government’s holding the rights to products and methods developed, but much of the technology in use by the military today has not been funded by the DoD and is the intellectual property of the inventor.  By making it known that the inventor will be suitably compensated and reliably protected, the DoD can induce more technology to be developed and made available for defense use.

Knowing the continued success of the open publication policies of many academic communities the U.S. should consider hosting, perhaps through the UPSPTO an open access submission site where inverters could easily and precisely describe their new inventions which would constitute presumptive claims of origination for the inventor, without publication of the concept,  The government then would have an ability to review all new inventions for potential defense use prior to public release, appropriately compensating any inventers for new technology they found to be of national security importance.  Such an unfettered opportunity might well encourage otherwise recalcitrant inventers to pursue their nebulous visions to the point of being able to articulate the path forward to their realization.  The cyber-security aspects of such a concept are important, but beyond the scope of this paper. 

The funding of such agencies as the Defense Advance Research Project Agency and the Intelligence Advance Research Project Agency should continue to encourage small and independent researchers as well as the defense industry.  Sponsoring technology innovation fairs and conferences could be coupled with assurances of government indemnification and protection for these budding inventors as well, as most have neither the knowledge nor the resources to retain competent IP counsel.  

Another, more administrative, function recommended by the authors of this paper is the provisioning of DoD and IC representatives at every major gathering considering changes to the patent law and IP protection statutes and regulations.  As more that pure commerce is at stake, the presence and counsel of defense personnel at the meetings considering the next patent law reform act might be critical to 21st Century defense capabilities. 
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Patents and other IP protection must be a major consideration for providers and acquirers of technology for national defense.  Although the original goals of the patent system do not appear to conflict, the current implementation promotes sharing information that is critical to a nations security.  Consequently, policy makers should be aware of the impact on developers and be alert to policy changes that may improve or degrade the situation.  The authors recommend supporting high priority changes such addressing non-practicing entities and accommodating classified inventions. The aPatents including international patents will financially impact the development of new technology.
Acquisition process must accommodate or circumvent patents to maintain exclusive control of a technology.
Alternative is to fight on a level playing field. (may sound good to civilians but not military) 
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