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ABSTRACT 

 

Both commercial and defense communications require a universal, secure, easy and rapid Single Sign-On (SSO) 

experience for multiple platforms. Instantiations of effective and secure service capability after either natural disas-

ters or cyber attacks are vital for society. Before resorting to a major redesign of SSO, which is a potentially disrup-

tive evolution, simulation could be used to evaluate efficacy, interoperability and security. Emerging technologies in 

Artificial Intelligence may facilitate or enhance these processes, providing a dynamic, non-deterministic security 

barrier to intrusion. Today, different solutions exist for different platforms. A plethora of Identity Providers (IdP's) 

are managing credentials via with ranges of choices of incompatible tools for implementing SSO. This paper asserts 

that a new solution should be implemented with cross-platform flexibility. Also, this new paradigm should be de-

signed to be easier to deploy today and to re-establish network communications after network failure. These changes 

would dramatically reduce amount of work system administrators need to do to "onboard" users or to terminate 

them. This would directly translate to financial benefits and time savings. This solution would also increase security, 

as passwords are less likely to be reused, and centralized login flows, e.g. multi-factor authentication and biometric 

identification, can be instituted easily and without undue burdens. Without widespread adoption, creating a new 

standard for SSO would prove problematic. This solution can and must leverage existing platforms and allow for 

easy adoption, so it can easily gain the required adoption. When a user or service member can log onto every system 

that they need and verify their identity with a single account, the benefits will have been realized. This paper pre-

sents how emerging technology will enable improved network and user interface simulations allowing for improved 

evaluations of time economies, security improvements, network recoveries and even user appreciation. 
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