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ABSTRACT

This paper addresses the technological opportunities and organizational needs for the Modeling and Simulation (M&S) community to facilitate the extension of emerging M&S capabilities into non-human warfighters.  The authors posit that these non-humans might take various forms, the nature of which is left to the passage of time to reveal.  The various existing forms of autonomous devices and the degree of their autonomy are surveyed are.  The next section briefly reviews the rapid and accelerating progress in virtual human behavior and adduces evaluative comments from users in the authors’ research projects into virtual humans. Based on their operational and research experience, the future of such technology trends is extrapolated. A scenario is advanced in which various non-human operational entities would be infused with doctrinal guidance and controlled locally by a human with back-up, The man/machine interfaces are suggested and analyzed in light of current on-going research in which some of the authors are participating.  The benefits of using non-humans for dangerous tasks is considered, as are the ethical and societal risks of loosing machines with lethal weapons into the confusion and tumult of the modern, often urban, warfare. The beneficial interface impacts of making the non-human entities respond to human control and appear human, via augmented reality, to human controllers would be major human factors research goals, which the paper will outline, and pursue in the abstract. They will discuss the avenues of research in Artificial Intelligence that will surely be applicable and raise issues of checks on learned behaviors becoming violative of civilized standards or US humanitarian mandates.  These issues are considered in a way that should be extensible into other areas with similarly conundrumal issues, e.g. valuable unique critical benefits, but significant risks.  The paper closes with an articulation of the needed community support and contributions.
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Introduction

Combat is really hard.  Finding a technology that can improve has been an centuries long quest (cite Gatling).  Technology has brought its own problems.  Information overflow and efficient control.  The solutions is to improvedimprove the interface between a trusted hum and multiple efficient mechanical henchmen



Background
Two big problems are information overflow and control.

First, let’s review the technologies available today and in the near future.
1. Remotely Piloted Aircraft (MQ-1, MQ-9)
2. Fire and Forget weapons (anti-tank, anti-aircraft, torpedoes)
3. Autonomous automobiles

Development and deployment of autonomous weapons has proceeded since WW II.  The introduction of radar detonated anti-aircraft shells <ref> and self-guided torpedoes <ref> progressed to more sophisticated fire and forget weapons.  These developments were straight forward because the target was designated before the weapon was fired.  All of the ethical decision concerning correctness and rightness of the target were made before weapon launch.  There information exchange between launcher and weapon was limited to minor adjustments in position.  Even if information flow failed, the consequence was rarely more than the target was not destroyed.

Technology has progressed to enable more capable autonomous vehicles.  Much of the work required for autonomous automobiles such as image recognition, route strategy and emergency response is directly applicable to combat machines.  We will show later the type of scenarios that are now enabled by this technology.

Using this technology in combat situations faces two major obstacles.  The first is that we as humans don’t want to cede life-and-death control to non-human entities <Bieri>.  The second is that the information flow from the autonomous entity has now dramatically increased.

To maintain the ethical control required by society, the autonomous entity capability must be limited, and a human supervisor must control the lethal actions of the entity.  For a remotely piloted aircraft, the interface can parallel an existing aircraft and few additional problems are introduced.  But a combat infantry drone is another matter.  Although the nature of the controlling interface for such a drone is not clear, the dramatic increase in information flow is clear and will certainly be a problem.

Information flow and specifically too much information has been a major and well-studied problem.  It is widely acknowledged that information overflow can be deadly to warfighters <Shankar>, <Bateman>.  In high technology areas such as piloting fighter aircraft, getting the right information has been a problem under study for many years <Hettinger>.



Control has always concerned people since the industrial revolution.  Our fears of loss of control (cite Skynet)

Information flow has always been difficult. Discuss Bateman, Shankar and Hettinger

Vision of the concept
Throughout history, militaries have hone command and control to assure that combat meets the strategic and ethical objectives of organizational leadership. <Sun Zu>.  Rather than create a totally new approach to warfare, a logical development is to integrate the autonomous entity into existing military command relationships with minimal changes.  By limiting the ethical decision making toKeep well trained, trusted warriors in control.  The relationship between this trusted human and the autonomous entity would then resemble the relationship between a Corporal and Private.

Arguably, an autonomous private should not have all of the ethical responsibilities of a human private.  This change in role is not a dramatic and the ethical requirements of a fighter pilot so the modification in role should be achievable.  Similarly, in many combat teams’ minor revisions to duties, responsibilities and ethics of the roles would enable autonomous entities to server in that capacity.

The vision is to place autonomous entities into the existing military hierarch with minimal changes.  In particular, the command and control language and semantics should be as close to existing practice to take advantage of the thousands of years of experience represented.

The elements of this concept include
1. A mechanical device capable of physical tasks necessary for a combat mission
2. An artificial intelligence to operate the device and support the interface with the command structure
3. As command structure utilizing the function of the device including a human designated to control the device
4. An optimal user interface to efficiently use the abilities of the device and the human controller

The interface for this task may be Virtual Humans.

<< Dan, insert here description mentor pal, et all >>

We showed in an earlier paper <Davis, Stasi and Davis> that this interface could assist information flow

Leverage user the interface of the ages, face to face communications.  Design interface using shared mental models and implement user interface with virtual humansHere are some examples of this concept.  Privates in a infantry unit could be replaced by autonomous privates.  Various functional teams on a warship could be replaced by entities.  A flight of autonomous attack aircraft could be controlled by a single human flight commander.

For the example of an infantry squad, the human leader would take the role of Corporal commanding his privates.  The squad would stay in close proximity autonomously, but tactics and use of lethal fire would be employed only at the verbal command of the squad leader.  The autonomous privates would communicate orally and using avatars along with real time data such as video and audio.

An entire submarine may be run by a single Captain.  AI’s running the propulsion, weapons, sensors and fire control systems would communicate with the Captain similar to the function of all human crews.

Attack Flight scenario TBD

Examples
Infantry squad
Submarine
Attach flight


conclusions
Using virtual humans as the interface will make warfighter more efficient without loosinglosing political and ethical control.
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