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ABSTRACT

This paper addresses the technological opportunities and organizational needs for the Modeling and Simulation (M&S) community to facilitate the extension of emerging M&S capabilities into non-human warfighters.  The authors posit that these non-humans might take various forms, the nature of which is left to the passage of time to reveal.  The various existing forms of autonomous devices and the degree of their autonomy are surveyed are.  The next section briefly reviews the rapid and accelerating progress in virtual human behavior and adduces evaluative comments from users in the authors’ research projects into virtual humans. Based on their operational and research experience, the future of such technology trends is extrapolated. A scenario is advanced in which various non-human operational entities would be infused with doctrinal guidance and controlled locally by a human with back-up, The man/machine interfaces are suggested and analyzed in light of current on-going research in which some of the authors are participating.  The benefits of using non-humans for dangerous tasks is considered, as are the ethical and societal risks of loosing machines with lethal weapons into the confusion and tumult of the modern, often urban, warfare. The beneficial interface impacts of making the non-human entities respond to human control and appear human, via augmented reality, to human controllers would be major human factors research goals, which the paper will outline, and pursue in the abstract. They will discuss the avenues of research in Artificial Intelligence that will surely be applicable and raise issues of checks on learned behaviors becoming violative of civilized standards or US humanitarian mandates.  These issues are considered in a way that should be extensible into other areas with similarly conundrumal issues, e.g. valuable unique critical benefits, but significant risks.  The paper closes with an articulation of the needed community support and contributions.
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Introduction

Combat is really hard.  Finding a technology that can improve has been an centuries long quest (cite Gatling).  Technology has brought its own problems.  : Information overflow and efficient control.  The solutions is to improvedimprove the interface between a trusted human and multiple efficient mechanical henchmen



Background
Two big problems are information overflow and control.

First, let’s review the technologies available today and in the near future.
1. Remotely Piloted Aircraft (MQ-1, MQ-9)
2. Fire and Forget weapons (anti-tank, anti-aircraft, torpedoes)
3. Autonomous automobiles

Development and deployment of autonomous weapons has proceeded since WW II.  The introduction of radar detonated anti-aircraft shells <ref> and self-guided torpedoes <ref> progressed to more sophisticated fire and forget weapons.  These developments were straight forward because the target was designated before the weapon was fired.  All of the ethical decision concerning correctness and rightness of the target were made before weapon launch.  There information exchange between launcher and weapon was limited to minor adjustments in position.  Even if information flow failed, the consequence was rarely more than the target was not destroyed.

Technology has progressed to enable more capable autonomous vehicles.  Much of the work required for autonomous automobiles such as image recognition, route strategy and emergency response is directly applicable to combat machines.  We will show later the type of scenarios that are now enabled by this technology.

Using this technology in combat situations faces two major obstacles.  The first is that we as humans don’t want to cede life-and-death control to non-human entities <Bieri>.  The second is that the information flow from the autonomous entity has now dramatically increased.

To maintain the ethical control required by society, the autonomous entity capability must be limited, and a human supervisor must control the lethal actions of the entity.  For a remotely piloted aircraft, the interface can parallel an existing aircraft and few additional problems are introduced.  But a combat infantry drone is another matter.  Although the nature of the controlling interface for such a drone is not clear, the dramatic increase in information flow is clear and will certainly be a problem.

Information flow and specifically too much information has been a major and well-studied problem.  It is widely acknowledged that information overflow can be deadly to warfighters <Shankar>, <Bateman>.  In high technology areas such as piloting fighter aircraft, getting the right information has been a problem under study for many years <Hettinger>.

Current Remote Control Expeience
Human experience operating drones:
1. Significant degradation in situational awareness because you are not ‘in the medium’ like you are with manned aircraft.
1. Time lag.  You see an event happen perhaps with your camera (on the drone) and then you have to transmit what you see via voice comm assuming there is no video downlink to decision makers (current state of the art in the Navy).  
1. Technology.  When operating a drone you are actually operating two systems.  The vehicle and the control station.  Those that maintain one do not maintain the other.  Operators typically do not possess requisite skill to fix anything with the station.  If it goes down, then you have a problem if you are at sea….
What can I do….
1. Any sort of troubleshooting.  Usually, we get indications of a problem beyond just a light on a console.  We feel things and see things.  We note differences in how an aircraft is supposed to work.
1. With drones, you do not get those feelings.  All you see is a light.  The sensory deprivation means all you can really do is (hopefully) bring the drone back home to maintenance.  
Issues:
1. Law of Armed Conflict.  We note that drone operations is still a grey area when talking about LOAC.  Because one side is not really putting itself in proportional danger (that is human loss), is this truly ‘combat’ in the traditional sense?  Bradley Strawser at NPS has written about this.
1. Training.  The ability to train is limited strictly to simulation with few exceptions.  The strictures in place for drone operations is prohibitive so when we deploy, we send people that ‘sort of’ know what they are doing.  The simulators are strictly garbage in garbage out and are predictable in how they react to human-induced problem (read: it is always the same).  
1. Loss consideration.  Is losing a drone the same as using a human life (no)?  However, is it the same as losing a manned aircraft if we normalize for the human life?  It depends.  How reliant are you on the drone?  Is it critical?  We often think that the best things about drones is that they can be lost without loss of life but that is sort of flippant.  If you lose one have you lost a critical capability?  Can you replace a $10 million drone easily?
1. Using the full capability is hampered by human distrust of drones.  Interestingly this is a typical way of thinking for helicopter pilots: always thinking their aircraft is going to fail.
Physiology
1. Putting it succinctly, not being able to use your senses matters.  Not having a ‘seat of the pants’ feeling is detrimental when we talk about vertigo in manned aircraft, but its absence in drone flying means you lose external cues that you rely on.  
1. OODA loop.  Much slower.  Observe is more difficult to evaluate and people consider it less reliable because it is higher technology.  Orient is driven by observe in our case (though Boyd didn’t mean it to be).  Unlike the original idea of OODA it is harder to enter at any point on the loop.  Observe is way more difficult to evaluate.  All else follows.





Control has always concerned people since the industrial revolution.  Our fears of loss of control (cite Skynet)

Information flow has always been difficult. Discuss Bateman, Shankar and Hettinger

Vision of the concept
Throughout history, militaries have hone command and control to assure that combat meets the strategic and ethical objectives of organizational leadership. <Sun Zu>.  Rather than create a totally new approach to warfare, a logical development is to integrate the autonomous entity into existing military command relationships with minimal changes.  By limiting the ethical decision making toKeep well trained, trusted warriors in control.  The relationship between this trusted human and the autonomous entity would then resemble the relationship between a Corporal and Private.

Arguably, an autonomous private should not have all of the ethical responsibilities of a human private.  This change in role is not a dramatic and the ethical requirements of a fighter pilot so the modification in role should be achievable.  Similarly, in many combat teams’ minor revisions to duties, responsibilities and ethics of the roles would enable autonomous entities to server in that capacity.

One advantage of this approach is that it leverages all of the existing military training and thought.  All levels of command would continue to use the commands and concepts they have already learned to use this new technology.  The impact to training organizations and operations would thus be minimized.

The vision is to place autonomous entities into the existing military hierarch with minimal changes.  In particular, the command and control language and semantics should be as close to existing practice to take advantage of the thousands of years of experience represented.

The elements of this concept include
1. A mechanical device capable of physical tasks necessary for a combat mission
2. An artificial intelligence to operate the device and support the interface with the command structure
3. As command structure utilizing the function of the device including a human designated to control the device
4. An optimal user interface to efficiently use the abilities of the device and the human controller

The interface for this task may be Virtual Humans.

<< Dan, insert here description mentor pal, et all >>
Current Advances and Emerging Technologies  in Virtual Humans
One accepted, but emerging, technology is that of Virtual Humans.  As that term is used in this paper, a wide range of virtuality is accepted, including using computer-selected video clips of a live human.  It a creation in virtual reality portrayed by an avatar which attempts to recreate the appearance, voice, feel, and interaction that a live human would produce. Using the advances in several new technologies, including but not limited to natural language processing (NLP), virtual reality (VR), computer generated imagery (CGI), machine learning, and virtual learning, live teachers can be presented.  The uses, as well as the limits of these tools are becoming evident. Researchers at ICT have developed programs that have been shown to be effective, e.g. SimCoach, New Dimensions in Testimony (NDT), PAL3, and others (ICT, 2019).  These are generalized under learning sciences, medical VR, mixed reality, narrative, social stimulation, virtual humans, and vision and graphics. The field of knowledge available here is immense, and countless resources and expertise are now becoming available in this promising field.  The user interface can take many forms, as in Figures 1, 2, & 3 below.
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Natural language processing composes “an area of research and application that explores how computers can be used to understand and manipulate natural language text or speech to do useful things” (Chowdhury, 2003).Using this definition within the context of virtual environments, NLP tools allow computer technology to recognize voice input, analyze voice tone, provide lifelike conversation, retrieve information, and many other applications in combination with machine learning. Recent developments in NLP have made amazing bounds like “a single convolutional neural network architecture that, given a sentence, outputs a host of language processing predictions: part-of-speech tags, chunks, named entity tags, semantic roles, semantically similar words and the likelihood that the sentence makes sense (grammatically and semantically) using a language model” (Collobert & Weston, 2008).

Applications of interest in cross reality, as a synthesis of several vitalities and reality, can use developments in the interpretation of language which have been recently enhanced by the many researchers focusing their studies on the field. At ICT alone, progress has been made in training/learning environments (Kenny et al., 2007), multi-party dialogue (Traum & Rickel, 2002), ethics and cooperation (Allwood & et al., 2000), health applications (Rizzo et al., 2011) , and representation and reasoning (Swartout et al., 2006). Although automated speech recognition (ASR) is far from perfect, some of the best software, “Google achieved 73.3% of exact recognized phrases with a 15.8% [Word Error Rate]” (Kudryavtsev et al., 2008), and the technology will continue to improve. It is also important to note that many of the errors in ASR are caused by slurred speech, cultural slang, and context, stemming from a “lack of consistent units of speech that are trainable and relatively insensitive to context” (Lee, 1988). Although this causes problems when comparing these transcriptions with global data, models can be trained locally using software such as CMU Sphinx from Carnegie Mellon University as applied to languages such as Arabic (Satori, et al., 2011). All of these will continue to improve with time, as hardware, software, and data storage and availability are areas within which research is eminent and directly valuable. Specifically, the speed and application of quantum computing will engender significant advancement in NLP and its applications: one of which is the impactful area of virtual humans.

Effective Conversational Interfaces
The SimCoach system (see image 1 above) experience aimed to “motivate users to take the first step – to empower themselves to seek advice and information regarding their healthcare” . These virtual systems have been shown to have more success, generating deeper levels of confidence with patients than even live healthcare interactions (Rizzo, et al., 2011). The successes of these operations so far foreshadow abundant uses in the near future.
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A closer analog may be found in the area of storytelling and gaming. The New Dimensions in Testimony project “allows people to have an interactive conversation with a human storyteller (a Holocaust survivor) who has recorded a number of dialogue contributions (Figure 4), including many compelling narratives of his experiences and thoughts” (Traum et al., 2015). The project’s important mission of preserving the stories of Holocaust survivors can be applied to endless amounts of other important persons and tales. Advances in gaming allow for utilization in learning, entertainment, healthcare, and lifelike training for things like combat and critical thinking. 
Critical thinking training in the English Language Arts area will require the use of virtual environments that make the most skilled instructors and exciting resources available.  Some of the current negatives of virtual learning are the difficulties of personalizing learning, handling live question, accommodating different learning styles, and similar issues which are often mirrored in the classroom instructors’ lack of time for thirty individuals in a class. Future fields of focus will come in increased sophistication in such virtual environments and interaction. For example, imagine a system which takes in a live recorded interview with a president, or other prominent or knowledgeable figure, and generates an interactive environment in which a user can experience the interview by asking the questions themselves. Such things are already in existence, and they will only become more prominent and powerful. However, the need for extensive processing power, efficiency, and data storage and transfer remains a limiting factor for such developments. We believe that the aforementioned applications call for considerable further exploration and research. 

One of the issues facing both the previous work on MentorPal and the projected future work on the incarnation of the robotic warfighter is the identification, assessment and ranking of various scenarios and environments.  The prior experience of the selection of issues to be addressed will be critical as we face the problems of effectively controlling the virtual battlefield superimposed on the real battlefield. In previous work, the authors had ot ascertain the corpus of questions to be asked.  They developed useful techniques for ascertaining this corpus.

A number of the reported issues with mentoring in the services today have been reaffirmed in the informal survey described below. Some of the most often cited are: reduced access due to ops tempos, lack of a broad selection of potential mentors and feelings of hesitancy in relating openly to another officer. The MentorPal project purports to address many of these issues (Nye et al., 2017j Davis, et al., 2018) by selecting insightful, articulate and engaging mentors, recording their advice in short video clips and presenting them to the mentees in a way that convincingly emulates a live conversation. This technique has proven useful in other context, e.g. counseling for PTSD (Post Traumatic Stress Disorder) patients (Rizzo, et al., 2012) and advising high school seniors of technical careers in the Navy (Beck, et al., 2018). The goal of the current project phase is to create a mentor panel of several officers who can respond to typed or voice-recognition audio questions on-line. It follows that the first priority would be to assemble a database of two question sets: “What do young officers ask mentors?” and “What should young officers ask mentors?”. One of the first issues to be aired was the dichotomy between the academics on the team and the Navy veterans on the team as to where the greater repository of useful data would be found: Either from young officers or from seasoned officers who know what they “should have known?”. That issue is not fully resolved, but, as with all good teams, adherents of both views were open to contributions from both input streams.

The discussions above led to a six step process:
1. Input from young officer trainees
2. Review by senior officers, both active duty and retired
3. Input from the reviewing officers
4. Collation of a draft question set
5. An informal survey of > 100 seasoned officers and enlisted personnel
6. Use of questions in a group of four mentors, with concomitant logging of suggestion

The young officer trainees were Cadets from the United States Military Academy (USMA) in West Point. They met together and created a list long enough to be used. An interesting research thread may have been the reasoning behind certain questions they asked did and how might that further shape future training in those contexts. This process took on the order of two weeks and produced around 300 items. That number appeared sufficient for the “proof of concept” nature of the MentorPal project (Kaimakis et al., 2018), but it should be noted that a parallel project, New Dimension in Testimony (Artstein, 2017), that was focused on creating a conversational record of Holocaust survivors had a question set of closer to 1,500, as it was a production project for classroom and museum use. 

The review of that question set by team members required a significant amount of editing, on the order of a staff-week. Some of it was correcting grammar and syntax, others included re-writing the questions into Navy terminology, e.g. an Army Division (~10 to 15 thousand) is three orders of magnitude larger than a Navy Division which often only a few tens of personnel in size. It was at this time that the difference in focus first really appeared, as the Cadets were more focused on becoming grounded in leadership identity, while the veterans were aware of the growth needed in the areas of Evaluation/Fitness Report drafting, relationships with “detailing officers,” and how to manage both up and down the chain of command. 

A typical subset of these questions appears below in Figure 5:

[image: ]
Figure 5. Typical Question Set from MentorPal Database

Then, upon suggestions from the team veterans, both enlisted and officers, additional questions were added. Many of these had to do with commonly overlooked aspects of Naval service. They dealt with housing, moving, behavior at new commands, relationships with seniors and other topics not envisioned by the junior personnel. This broader sweep was also observed in the high-school student advising. Younger people often have not had enough life-experience to know what is important.

At that time, the team decided there was enough material to draft a complete set for presenting to the volunteer mentees. To create the videos, various command personnel were approached and were asked to nominate potential volunteer subjects for video-taping. These volunteers were selected by a manifest mentoring demeanor and engaging personality. A draft set of questions was collated and forwarded to them for their perusal. Despite the team’s experience that military personnel are among the very best story-tellers, the questions that were reported by the volunteers as being the most difficult were the ones that asked the mentor to “... tell a story about …”.

There was a concern that the insights were limited because of the small number of officers on the team (two). There was no budget for a separate research project to formally ascertain Navy-wide attitudes, so one of the team members constructed an informal ethnographic poll to broaden the base of the question generation process. This survey was then offered to a range of officers of the team’s acutance and took on the aspect of a “snowball” survey, i.e. each participant was asked to invite others to participate. In the end, there were 119 respondents, from all services and ranging in rank from E-5 to O-9, but the four Flag/General Officers directed specifically that their data NOT be included for reason they did not articulate. Several of those officers contributed significantly to the team’s insights and goal assessments outside of the format of the survey.

The survey was posted on line and about twenty of the officers military friends from the Navy and from the Marine Corps were informed of its presence and invited to participate. The “snowball” nature of the survey’s distribution resulted in input from all of the services. On its face, the survey contained a request for the participants to invite others they thought would have both insights and a willingness to contribute. Figure 4 below shows the first page of the survey and also shows the URL (http://www.hpc-educ.org/NavMnt/Survey/MentorrSurvey.htm), should any reader be inclined to opine. There are no current plans to take the site down, all input is valued, and the program monitoring the site alerts the authors via eMail when new data is entered.

[image: ]
Figure 6. Opening page of the web-based “snowball” survey seeing Mentor question inputs.

The data collected was very useful in three ways:

· First, it largely confirmed the question set originally formulated by the authors and reaffirmed that their service experience was not atypical and was of significant interest to officers across three generations of Naval Officers through at least four distinctly named “War Eras.”: Korea, Vietnam, Afghanistan and Iraq. 

· Second, the responses offered a few areas that the authors found very useful, but of which they had not personally thought. This allowed the inclusion of several new topics of interest and the addition of about 5% new questions to the original database.

· Third, it informed the language used to describe certain activities and approaches, as there is a frequent alteration in jargon and directive advice that needs to be honored in the questions and observed in the answers. A good example of this is the rapidly changing directives on how to handle sexual harassment, abuse and assault and a plethora of new acronyms, e.g. SAPRO (Sexual Assault Prevention and Response Office) was a new term to some of the senior officers, now retired.

Before discussing the team’s use of the data, the authors want to reassert their position that this was not a fully-funded, carefully crafted and statistically valid survey intended to prove a particular thesis. It was an informal and ethnographic survey to provide the team with additional ideas for mentor questions. The data is presented to show the type of input that might be useful in future work directed to similar goals. The authors understand that those familiar with more formal uses of statistically validated surveys will find this approach antithetical to their more formal use.  In , in this case, it was very useful and the authors, without urging its use in similar circumstances, feel they would be well-advised to report how effectively it contributed here.

Part of the survey was devoted to the review of questions mentors should answer.  The authors also had a range of questions dealing with what a broader set of officers experienced with mentoring and how the term was used. As noted above, there were differing opinions as to whether a mentor could be a reporting senior in the mentees chain of command and there were questions as to how many had good mentors, via formal programs or spontaneously. Some of this data was sought via a Likert Scale like set of question, with the levels running along a range across Strongly Agree, Agree, Neutral, Disagree and Strongly Disagree (Allen & Seaman, 2007). Again, the utility sought was not to prove any thesis, but insightful input for the author’s use in designing a productive question set.


Table 1. Data Collected from an On-line Informal Survey.
[image: ]

This data was incorporated into the questions to be asked and four officers and one Senior Chief were interviewed for ~ 12 hours each:
· A Male Lieutenant, Surface Warfare Officer of a minority group NROTC Commission
· A Female Lieutenant, Surface Warfare Officer of a different minority group NROTC Commission
· A Male Lieutenant Commander, Aviation Officer of European Descent USNA Commission
· A Male Retired Captain, Surface Warfare Officer of European Descent USNA Commission
· A Male Senior Chief Petty Officer, an EOD specialist, who is Hispanic
Several of them contributed significantly to the question set with new suggestions or with validation inputs. Two of the recording sessions were done in person and two were done remotely, with the interviewer reading the questions from USC’s Institute for Creative Technologies which is located just North of Los Angeles Internationals Airport and the interviewees located elsewhere, one as far away as Upstate New York.

All of these techniques could find immediate implementation opportunities in addressing the issues noted above and many will find extensions of their approach in new, heretofore unimagined uses that will emerge in future research. Both program design and issue formulation will be guided by previous analyses, research achievements and conceptual developments.


We showed in an earlier paper <Davis, Stasi and Davis> that this interface could assist information flow

Leverage user the interface of the ages, face to face communications.  Design interface using shared mental models and implement user interface with virtual humansHere are some examples of this concept.  Privates in a infantry unit could be replaced by autonomous privates.  Various functional teams on a warship could be replaced by entities.  A flight of autonomous attack aircraft could be controlled by a single human flight commander.

For the example of an infantry squad, the human leader would take the role of Corporal commanding his privates.  The squad would stay in close proximity autonomously, but tactics and use of lethal fire would be employed only at the verbal command of the squad leader.  The autonomous privates would communicate orally and using avatars along with real time data such as video and audio.

An entire submarine may be run by a single Captain.  AI’s running the propulsion, weapons, sensors and fire control systems would communicate with the Captain similar to the function of all human crews.

Attack Flight scenario TBD

Examples
Infantry squad
Submarine
Attach flight


conclusions
Using more technology to fight will have advantages in efficiency and safety for the warriors.  Using advances in autonomous technology can be implemented by representing the new entities as virtual humans.  This interface will allow efficient control of the autonomous fighters and reduce the training time for the humans.

Further research studying these scenarios in detail will lead to better solutions.  

Using virtual humans as the interface will make warfighter more efficient without loosing political and ethical control.
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Clinton Anderson: Nuclear Electrician's Mate

clint: My name is EMC Clint Anderson. | was born in California and | have lived there most of my life. | graduated
from Paramount and a couple of years after | finished high school, | joined the US Navy. | was an Electrician's Mate.

P> Iserved on an aircraft carrier for eight years and then afterwards, | went to the United States Navy Reserve. During
that time | ctarted onino ta cchanl with came af the ahundant honofitc that the militarv recoruve hac given mo and | g

Type your question here. Press enter to respond. Example: What am | supposed to do?
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32

Howhas your work day changed over the course of your career?
‘Where did you have to relocate in your career, and how did that change things?
‘Where do you see yourself in 5 years and 10 years?

Session 1: LEADERSHIP - FIRST STEPS & SETTING THE TONE

33
34
35
36
37
38
39

‘What makes a good leader?

‘What are the most important first steps in a new leadership position?

Is there a "right" tone for a leader and how is it set?

‘What are the most common mistakes you've seen new leaders make? (e.g., skipping steps)
Are there problems needing to be rooted out early, or one will have trouble fixing them later?
How much leadership should a JO exert personally versus delegating it to Petty Officer?
How does a JO balance being close with their team. vet still avoiding fraternizing?
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Profile and Opinion Questions for Evaluation of Mentor Participants

Anonymous survey; your results will not be associated with you or your name.
This data will be used for a research project, so your honest and serious participation is requested.
The Navy has asked for a computer-delivered mentoring system for junior personnel and we need your experience.

Age: [3540 +

Service: [US Army +]

Your Current/Discharge Rank: [None | Path to Commission: [None _ +

Highest Education: 85 v

Biological Gender: Male: O Female: O

The Best Mentor You Ever Had

Consider the best mentoring you have gotten when in the service. That relationship should have been marked by the fact that if asked, "Are you being mentored by that person?”, you would have
responded in the affirmative. Also, if your mentor had been asked, "Are you mentoring that person?”, they would have said: "Yes!".

Your Rank when they first mentored you: [W3_+

Your Mentor's Rank when they first mentored you :[W-3_+

About how much older than you was your Mentor: [5 Years v

The Most Effective You have Ever Been as a Mentor

Consider the best mentoring you have given when in the service. That relationship should have been marked by the fact that if asked, "Are you mentoring that person?”, you would have
responded in the affirmative. Also, if your mentee had been asked, "Are you being mentored by that person?”, they would have said: "Yes!"

Your Rank when you first mentored them: [W-3_+
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Mentoring is importantto

developingleadersforthe DoD. 102 17 0 0 0
Ireceived sufficientand high quality

mentoring. 0 53 33 17 16
Mentoring was available to me when

Ineededit. 1 33 36 49 0
My bestmentoring was delivered by

aformal program. 1 1 3 50 65
New officers are bestmentored by

0O-4sandabove. 17 66 19 16 1
Mentors'time in service is more

importantthan pay grade. 33 52 1 16 17
Good mentors ask more questions

than give specific advice. 0 99 2 1 0
The problem with mentoring s lack

of mentee receptiveness. [ 34 69 16 0
Beingagood mentoris aninborn

skill, not a learned method. 0 2 33 83 0
Good potential mentors canbe

identified and selected. 50 61 18 0 0

Red Bars Indicate Aprox. Median
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