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ABSTRACT

There is a need for improved mentoring of civilian law enforcement personnel; the DoD has similar needs and has funded development of globally accessible and extremely engaging virtual mentors. There is a short review of current efforts to respond to these issues, including results. The paper then sets the goals of reducing negative impacts in order to sustain a robust career field in law enforcement. This paper reports on an initiative to identify, scope, plan and implement the use of DoD funded capabilities to respond to the law enforcement needs. The early contacts with police who served in various levels of law enforcement environments are reported. Then it reviews the reported major stresses on such personnel resulting in difficult recruitment, low morale, early attrition, and high .suicide rates. The development of a survey document to more precisely ascertain the major pathogenic bases for police problems is described. Some preliminary results are reported. A vision for how a virtual mentor might be effective in this situation is then presented. Beginning with a quick review of the Navy's MentorPAL project, existing capabilities are given. The implementation problems and risks are extensively analyzed. Issues of potential detrimental impacts, schedule disruptions, and cost/benefit are examined. The need for such a project to be implemented outside of the academic community raises several issues, some of which may be problematic. There is a section that considers how major government contractors might be enticed to pursue such a program. Then the metrics for judging whether such an implementation was progressing accordingly and had reached its ultimate goal are carefully laid out. Where longitudinal studies are going to be required, the paper sets forth issues to be considered and parameters to be included. The conclusions are recorded, along with several emerging technologies, techniques and research paths.
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Introduction
This paper will address the issues that arise when planning the implementation of a DoD Artificial Intelligence-enabled counseling program in the “dual-use” environment of law enforcement. The salient issues will be identified, the needs will be characterized, and the use of the previously developed program will be justified. Preliminary investigations of the issues will be described and the development of a tool to further refine programmatic content of the on-line counseling program reported. Early results of the use of that tool will be quantified and the use of those results described.  While evidence will be adduced to support all these activities, but as this is still a program in progress, this paper does not purport to be a formal proof of any ultimate thesis. The justification of the issuance of this paper at this time is that, similar to any counseling process, the final data of its efficacy (e.g. the impact on retention over a 20-year career) may be decades in the future, but the approach herein described may be useful to the simulation community during the interim.  The support presented will be both from the authors’ personal research and insights arising out of their participation in the DoD project.

The paper will begin with the definition of some terms that will be used.  This will be followed by examples from history emphasizing the necessity for addressing personnel issues with counseling that is accessible, discrete and efficacious.   These issues have currency in today’s daunting law enforcement profession that mandate redress by computer-aided counseling to produce officers who are better equipped with and fortified supportive counselors from their own profession and available 24 hours a day and 365days per year. This is critical for police officers who face a long career of varying duty schedules, frequently interrupted by emergency work-schedule re-assignments. The authors take the position that this would optimally be a locally malleable program, with local personnel assets being utilized or remote counselors being provided for those who would be more comfortable with a non-department person.  Suicide rates are also reported to be increasing.  The barriers to the adoption of these concepts in an already over-tasked and under-funded police force will be forthrightly discussed. The advantages of computer aided training will be laid out and several existing and emerging technologies will be high-lighted. There are sections on the vision for implementation of such a system and on the envisioned users’ experience. The conclusion will feature the path forward and a discussion of the effort by commercial contractors required for implementation.

Terminology
As used in this paper, the term police department will be used when referring to locally organized and funded law enforcement organizations.  The departments that are the focus of this early work are two of the smaller departments in communities of the Los Angeles Basin.  One is a small force in a largely industrial and commercial community and has 36 sworn officers and 15 staffers.  The other is similarly situated, but not adjacent to the first.  With nearly the same total number of personnel, the second department has 29 sworn officers and 18 staffers. 

The major dichotomy in police department personnel is between sworn and non-sworn positions.  A Law Enforcement career organization explains the difference thusly: “Sworn are those positions which in the performance of their duties carry a firearm, have arrest power, and have a badge. This would include police officers, deputy sheriffs, state troopers, and FBI Agents.”, while the other department employees are referred to non-sworn: “Non-Sworn do not have at least one of the items mentioned above and these positions may include criminal analysts, crime scene technicians and crime lab personnel. While these jobs may be performed by sworn personnel, the position itself is not a sworn.” (Go Law Enforcement, 2023). The needs of both groups are important and will be discussed. 

 A last definitional issue needs to be addressed.  The above referenced DoD counseling project has been shown effective and it is made globally accessible at any time by using a large library of video clips of counselors that are presented when triggered by a germane question that is selected by the program.  As this agent is not really virtual (they are real living humans), the conversation is not “live.”  For that reason, in this paper, the terms virtual conversations and virtual conversationalists will be used in the stead of “virtual human/s.”

Background of Issues facing law Enforcement personnel
The speed of the change of social morays is problematic to society in general and especially to those charged with enforcing the enacted and established laws. (…) This special pressure has resulted in dramatic and manifestly disruptive impacts on individual officers, on supervisors and on departments as a whole. (…)  With the assistance of local sworn officers and non-sworn personnel, several major threats to good order and discipline, were quickly established:
· Recruitment shortfalls negatively impacting both numbers and quality
· Retention declines increasing training costs and reduction in professional capability
· Respect deteriorations which provide a negative feedback when combined with the first two
 
As community support ebbs, the recruitment issues rise. (Skaggs, Harris & Montgomery, 2022) Chief among those found are lack of support, decline of operational standards and compensation.  The authors cited start with support as a major issue. The high regard for policing in US society over the past few centuries has been eroded by a number of societal pressures which are outside of the department personnel. Police work is often arduous and not infrequently dangerous, but the sense of pride of the officers in their service to the community has been demonstrably under assault.  The “defund the police” movement is a far cry from the earlier invitations to places of honor in parades and celebrations. (Alcadipani, Lotta, & Rodrigues, 2021) This has a deleterious recruitment. Some authors have found that this impact is exacerbated by media sensationalist treatment of police actions. (Shjarback, 2022)  Contra: (Wojslawowicz, et al., 2023). 

Retention is critical to effective policing. Increasing early retirements have been blamed on the negative media and changing social impressions, but some studies have found a plethora of causes for early retirements (Mourtgos,  Adams, & Nix, 2022). In any case, all of the reasons cited, e.g. transparency, shift management, participation in decisions, and others were reported in a UK study of voluntary resignations. (Charman & Bennett, 2022). As with recruitment, retention is putatively amenable to competent and meaningful counseling. 

Respect is another issue that is somewhat convoluted in its presentation.  One quantification of societal respect is the income proffered by the employer. A number of studies have shown that there is a consistent listing of pay as a major issue in all employment, including policing.  However, there is some evidence that this remuneration focus is more chimerical than provable. There is some evidence that people cite pay as it is an easily described and articulated issue, but has little impact on continued employment.  In California, the police pay in 2019 was reported as:
[image: ]
Figure 1 Police Pay in a High Cost of Living State (Forbes, 2023)

It could be argued that perceived respect has a larger impact on retention than reported by the officers and that pay has a significantly lower contribution to retirement.  One of the authors (Parker) reports there is a ready market for former police officers in the private sector. Forbes also reports much lower 2019 pay in many states; Mississippi is listed as the lowest at a mean of $36,290. The median state was New Hampshire at $58,820; the mean of the states average salaries was $61,227 in 2019 (Forbes, 2023). The average American made $54,132 in 2022, with the average police pay that year listed as $60,202 (Indeed, 2023). The mean salary in California is reported as $95,207 (Average Salary Survey, 2023), but the median household income is reported as $78,672 (World Population Review, 2023). That means the police officers are making nearly one and half times the salary of the average resident. This paper takes the position that many of the factors impacting recruiting, retention and respect are amenable to counseling and that those, like pay levels, that are not are minor determinates in career decisions.

Another factor in policing is the matter of officer suicides. One report from the National Institutes of Health reports that law enforcement officers are 54% more likely to die from suicide than other employees. (NIH, 2023) Studies have shown the efficacy of intervention teams (Nick et al., 2022). There is also reported a culture among the serving professions (military, first responders, firefighters) to internalize stress and not seek help.  The use of a virtual conversational counseling may overcome this reluctance.
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A Computer-Aided counseling Approach
Many of the inhibitions mentioned above may be successfully overcome by Computer Aided Counseling.  New advances in high performance computing, globally distributed computer communications, animated or video-captured avatars, natural language processing, and Human-Computer Interaction technologies can effectively address all of these issues. They will be discussed in the order originally mentioned, with no implication as to the relative seriousness of the issue or the efficacy of the recommended computer system’s response to that issue.

A large portion of human communication becomes more compelling, more cogent and more comprehended if presented by a human, (EduNote, 2016) but the provision of humans is expensive and sometimes dangerous, e.g. sending instructional personnel into combat zones.  Technologies conceived, developed, and validated at the Institute of Creative Technologies have fielded very engaging and lifelike conversation computer interfaces. (Reger, et al., 2015) These make use of a wide range of computer capabilities to:  input both keyboard typed and spoken words from the user, analyze that content, select the appropriate response to the input, then cue up and display the response on-screen, so quickly that it accurately mirrors the pace of a human-to-human conversation (ICT, 2015a). At ICT, three types of display are used to best communicate with different target audiences, see Figures 2, 3, and 4: MentorPal, New Dimensions in Testimony and SimCoach, respectively. 
 (
Figure 
2
 - Video-taped Interview 
Head and Shoulders on monitor
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Figure 
3
 - Video-taped 
holocaust victim
in Holographic classroom display
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Figure 
4
 - Fully Animated SimCoach 
CGI with alternative characters
)[image: ]

If an animated avatar is used, the appearance of the avatar can easily be altered to present different ages, genders, ethnic appearance and social/military status.  Once this capability is prepared, the avatar can be available to engage in a “one-on-one” conversation with as many users as the servers can support, anywhere in the world there is network capability. Further, it can be provided at any time and is not seriously disrupted by unanticipated breaks in instructional time, being ready to resume where it left off, immediately upon being cued that the user is on-line again.  This 24 by 7 availability and immunization against disruption due to intruding operational requirements addresses the above noted operational constraints.  

Spawning new avatars requires very little marginal costs, mostly additional computer processing power and storage space. Careful and easily modifiable design characteristics of the avatar also can provide a range of styles and “looks” to satisfy the majority of users’ needs for a mentor fitting their image of a senior advisor.  In fact, they can switch with whom they interface with no penalty in terms of costs or continuity.  While web sites like the Khan Academy (Khan, 2016) offer excellent instruction via written and visual materials, those kinds of interfaces lack the compelling quality of a “face-to-face” conversation with a responsive avatar. Especially in the area of Socratic dialogues, the responsive avatar has been shown to be more arresting and retain interest of the user longer and elicit more conversational input from the user. (ICT, 2015b)

Advanced Artificial Intelligence technologies, especially deep learning  (Deng & Yu, 2014), would allow the system to evaluate new trends in student issues and recommend to programmers the changes needed to make the system increasingly topical and compelling. Simulation techniques would allow application of decisions made by the students in realistic settings which are historical, current or prospective.  These could be invoked to assess the validity of their decisions.  The outcomes would, of course, be caveated with the warnings that they represent a stochastic representation of the world and outcomes will vary, as they do in real world situations (Wong, et al., 2007). The major goal is to get the students to become engaged in the habit of continuously analyzing their thought processes and making corrections as the situation mandate. 

For those who are more engaged with tactical duties, the Boyd OODA Loop analyses may be more appropriate.  There are a number of approaches in use that purport to improve OODA Loop performance. Many of these (von Lubitz et al., 2004) would be readily implementable into the proposed global critical thinking network. Again, high resolution battlefield scenarios would be an excellent vehicle for both training and evaluation.  Experience with America’s Army is an example of how a product designed with an attractive interface and interactive structure could rapidly show its mettle via measurable performance improvement in training levels. (Jean, 2006)

The thinking skills taught would make a difference in the way personnel analyze data and take action to improve operations.  In a different setting, skills such as identifying limitations and opportunities were increased four times compared to the skills of subjects who had no training.  Trained subjects were twelve times more likely to propose changes spontaneously. (Holmes, 2015)

Implementation Vision
While there are a wide range of implementation approaches that would satisfy the primary goal of this initiative, the following approach will give some clarity to a future implementation. The New Dimensions in Testimony (NDT) project developed an interactive storytelling avatar after interviewing several Holocaust survivors. Students used the technology and evaluated their experience in surveys, “The post-surveys showed that the system gave students a connection to the survivor, kept their attention, and had a positive impact” (Traum et al., 2015). The data gathered from the NDT experiments illustrate that interacting with a virtual avatar is as effective, if not more effective, as interacting with a live survivor, as shown in Table 1 below. Students reported a greater connection with the survivor and predicted that the experience would have an impact on them in the future. Though the live survivor more effectively retained the attention of the users, the system performed very effectively without a major decrease in attention. The interesting story given by the holocaust survivor did not suffer because it was displayed within a new medium, and the interaction proved to be relatable, intriguing, and significant. Some users wept and some offered condolences and apologies to the avatar.

	
	Live survivor (N = 28)
	System (N = 25)

	I felt that I could connect with the story of the survivor.
	57
	72

	I felt that the activity kept my attention.
	100
	80

	I think that my experience in this activity will have a positive impact on me.
	86
	92



Table 1 Percent of students rating the statements as “Strongly agree” or “Agree”. (Traum et al., 2015.)
Beyond NDT, the SimCoach project, also developed at ICT, hypothesized that users would be more willing to trust and interact on a personal level with a virtual avatar than with another human. The reason for this is that an interaction with an avatar contains no human judgment, whereas an interpersonal human conversation would suffer from the fear of judgment. After testing one interaction in which subjects were told that they were being observed and one in which they were not, the study demonstrated, “[Virtual Humans] are able to have this impact because they allow patients to feel as though their responses are not currently being judged. Because the only difference between frames was the belief that another human was observing responses during the interview session, we can establish that the power of VH-interviewers to elicit more honest responding comes from the sense that no one is observing or judging” (Lucas, G. et al.). To this effect, it is likely that interactions with virtual avatars actually elicit a greater degree of trust than human interaction. Using the frame of a virtual avatar has been shown to be effective in increasing trust, all the while retaining an unaffected interest from the user. In the SimCoach project, the avatar retained interest more than a live coach. (ICT, 2015)

Another concern regarding the effectiveness of virtual humans comes in the misconception that the lack of faultless automated speech recognition (ASR) renders successful virtual human interaction ineffective. The merit for this concern is that if a system does not understand a question, how can it provide an effective response? The answer to this question comes in three parts. First, even without an entirely precise transcription of user utterances, a response classifier can still generate an adequately accurate reply. The classifier chooses the best matching response based on the input it receives compared to the bank of answers that it contains. As such, even an incomplete recognition of user utterances can provide enough context to determine a feasible answer. Second, even if the response isn’t an exact match, as long as it is not completely off base, the answer will likely satisfy the user. It is unlikely that the voice recognition entirely misinterprets user input, and with even limited context, the classifier can provide appropriate feedback. 

Because such classifiers determine the probabilities that each response matches the given input, choosing the response with the highest probability, the system will still determine a reasonable match based on the information it has. As such, even limited recognition results in somewhat suitable responses, which illustrate to the user that the system did, if to a limited degree, identify the theme of the user’s prompt. Even such small evidence gives the user the impression of comprehension by the virtual avatar. Finally, on top of the fact that effective classifiers can provide accurate responses despite limited or incorrect recognition, current ASR technologies are rapidly approaching an acceptably accurate response rate. A study done by Andrew Kudryavtsev showed that Google’s ASR was the most accurate, “Google achieved 73.3% of exact recognized phrases with a 15.8% [Word Error Rate]” (Kudryavtsev, 2016). When combined with natural language processing technologies, all these processes continue to improve and are already at a point where they are quite useful. Considering all of these factors, natural language processing and virtual interaction are reaching levels wherein virtual agents can, to a degree sufficient to support conversation, comprehend and interact productively with live humans, who also have a “word error rate.”. 


Operational Vision
The authors’ vision of the operation of such a system is certain to evolve significantly as subject matter experts provide input and as development progresses.  Nevertheless, it may be useful to outline the current vision as it is perceived in the first quarter of 2017.  Upon entry into the program, the user would be given a short briefing as to the goals and processes of the system, then invited to enter a significant range of personal data to help optimize the presentation of material to be covered.  They would then take a short diagnostic test to assess their current levels of critical thinking and meta-cognition.  These tests would be designed to establish skill levels in all of the germane areas of the two concepts.  All of this could be accomplished by either text entry followed by a screen display of instructions and data or, it could be accomplished by voice recognition input and synthesized speech responses, with or without animated or video-taped avatars.  The system would then present feedback and a proposed schedule of future instruction and evaluation, which would be available to the user, system administrators, and cognizant command personnel, as appropriate. 

Thereafter, whenever the users log in, they would be presented with the continuation of the lesson, exercise or tutorial conversation, continuing from where it was left off.  The system would present a brief recap of the previous actions and location in the pedagogical process, designing that presentation based on the time delay since last log-on.  In the case of didactic material, it would be presented by displayed text or images, or by oral speech, or by oral speech with animated or video-taped avatars, as the users’ personal preferences or operational constraints determined.  

At the end of a fairly substantial introductory exposition of Critical Thinking concepts, the users would receive the first of a series of modules designed to highlight and improve individual skills needed for Critical Thinking enhancement.  These modules would typically be comprised of academic materials, either written or oral, followed by an interactive situational simulation that was founded on and based in the matrix for scenario creation described above.  After that was completed, the users would be evaluated and the next step would involve analysis and questioning by an avatar, which would have the characteristics defined by the users or by higher authority.  Should this process suggest the need at this time for additional work on this issue, a new set of instructional materials would be presented, along with a new scenario and evaluation.  

This process would be repeated until all of the skills areas in both critical thinking and meta-cognition had been mastered to a level acceptable to the system monitors.  The levels would be adequately identified so users could request additional or brush-up work in any area they or their command thought appropriate.  

When mastery levels indicated an over-all competency, the modules would begin to focus on a synthesis of all the skills in an operational setting, albeit a simulated one.  

At each level, feedback to the users and to others in need of the data would be compared to other users with similar career positions.  External evaluation marks from the user’s service record could be input and compared with machine generated results from participation in this program and any discrepancy alarmed so command and system personnel could rationalize the dichotomy and make corrections or take action as required.

When nearing the end of a career phase, (Navy DivOff and CO or Army/Marines Company and Field Grade), the users could be instructed to begin training at the next highest level.  After the system gains some sense of validity within the services, proficiency levels in these simulated tasks could become important input parameters for advancement.  

Using the aforementioned deep learning algorithms, the system would continuously seek out emerging nexuses that may suggest making improvements in simulated scenarios, analytic inferences, feed-back methodologies, creative threat generation, and tutor/mentor interactions. 

Deep learning is currently used effectively in image recognition and natural language processing.  The use of Graphics Processing Units (GPUs) is now recognized as an enabling technology for these techniques (Oh & Jung, 2004). Assuming deep learning extensibility to behavior recognition and trend isolation, attention to hardware support should considered for GPU use and the instruction for their implementation. (Wagenbreth et al., 2010) The combination of this technology with emerging quantum computing capabilities (Lucas et al., 2015) is also an intriguing new area of research.

Given the required service-wide access permissions, the system could further collect information on graduates and non-graduates and compare their performance, promotion, and retention.  Such data is always needed, but unless automatically collected and analyzed, it is rarely reviewed and heeded to support future decisions. 

Conclusions
In order to meet the dynamic threats posed to the U.S. in the 21st Century and still honor the constraints of societal norms and financial limits, the DoD must make optimal use of the strengths of the nation that are not common in other cultures. Among these are a highly educated and motivated intellectual elite that has an unparalleled set of infrastructure tools available to teach improved analytic and decision approaches to military personnel at every level and in every environment.  The authors maintain that critical thinking is vital, can be inculcated by training and is most practicably implemented by distributed computer-aided instruction and skill maintenance.
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