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ABSTRACT: The Defense Modeling and Simulation (M&S) Standards community is well-positioned to use technology to further the analysis of military ethical behaviors. The explosively rapid evolution of technical adjuncts to contemporary combat has impacted all three of the traditional applications of M&S: Training, Analysis and Evaluation, This includes addressing emerging issues, hitherto not faced, i.e. the ethics of the proper use of AI controlled weapons. This rapid expansion has left little time to consider the need to recognize the potential role for M&S, e.g. ethical implications of AI culpability. This paper is a call for a more reasoned and grounded consideration of these issues. A survey is laid out of the concepts of interest, the existing ethical guidance, the theological/philosophical underpinnings and the novel issues of concern. Also covered are the historical and parallel issues as addressed by the medical, legal, police, and research communities. Some of the questions addressed are: Should simulations contain ethicality components of battlespace modeling? Should ethical quandaries be included in combat training exercises? Should human inputs during training be assessed for ethical behavior? Where does culpability lie if AI makes a morally important decision on the application of deadly force? Later sections of the paper include discussions of current practices and potential improvements in all these areas. A brief discussion is advanced for the possible results from various approaches considered on a spectrum of defense issues ranging from recruitment efficiency through combat efficacy and on to long-term psycho-pathological effects such as Veterans’ Post Traumatic Stress Disorder.  



1. Introduction

The goal of this paper is to identify, examine and analyze the needs to incorporate ethics, humanity and the Law of War into virtual, constructive and live simulations of combat. Based on the authors’ experience and an initial literature survey, there seems to be a paucity of inclusion of ethical challenges presented in military simulations, yet it is a main focus of training, despite some comments by media suggesting it is not being included in the training syllabi [public denial of ethics training]. Other professionals include ethics training in their curricula and professional, often referred to as Continuing (Professional Area) Training. As in many instances, the military professional are routinely met with ethical issues that contain national and even international concerns. This paper asserts that the inclusion of ethical challenges into the plethora of existing battle simulators would enhance the impact of existing, classroom, instruction. There is significant evidence that combat stress can eradicate or militate against application of training into actual behaviors, but that simulated events tends to counteract that tendency. Positing that such is the case, a question might arise about the need for standards of passing these quandaries between the range of simulators and making the output of results standardized and quantified in a way that could optimize the clarity, utility, and reliability of such efforts. The paper opens with a quick review of the Law of War, current training methods, potential sources of combat ethics scenarios, evaluative instruments and analytic tool issues. Some early thoughts on the approaches to these issues are presented, along with suggestions of the order of magnitude of implementing such scenarios into legacy and emerging simulations. Part of this process is an early design of a measurement instrument to assess the nature of the need for further efforts into this area. This “straw-man” instrument is offered and is briefly discussed. Various impediments, risks and cost of pursuing such a universal inclusion into the defense simulation environment are considered. A short analysis of metrics of efficacy is set forth. Failure to conform to carefully created social and moral dictates have been reported to be causative or exacerbative agents in the proliferation of Post-Traumatic Stress Disorder (PTSD), which is also referred to as “PTS”, as some view it as an injury, not a disorder. This possibility could be analyzed as part of the implementation program and analysis of participants’ responses, then correlating such data with actual PTSD rates among future combat veterans. Conlusory comments are presented and suggested future research areas are considered.


2. [bookmark: 1.1_This_is_a_subsection_title_%255B“Hea]Background
A quick look at the ethical, moral and statutory rules that govern human conduct during combat and national disagreements is desirable prior to discussing the defense simulation communities obligations and opportunities in communicating and enforcing policy. Many terms and precepts in this area are matters of current and continuing contention, so this outline will lay out the way the terms are used, with an acknowledgment that such a set of declarations is open to question. As none of the authors has been on active duty for at least three decades, no inference should be taken that the following represents current U.S. Policy nor is is suggestive of any declaration that any of the statements herein below should be adopted.  It is an attempt to define the terms as they are commonly used in the international community.

As one looks back at the paleontologic record and works up the phylogentic scale, animals begin to demonstrate  increasingly sophisticated and aggressive behaviors based on survival and territoriality. Darwinian selections favor the survival of those who can appropriate sustenance and defend the sources thereof.   Homo Sapiens Sapiens has left anthropologic evidence of both group structure and a significant advance in conceptual approaches to life and death, e.g. ceremonial burial and non-utilitarian decorative arts. Also there is the beginnings of what is the written record assumes to have been an articulation via the oral tradition that was set to a written physical record starting on the order of 6,000 BC, with more sophisticated histories being evident in the near-east from around 3,500 BC.  Of these early writings, many were “war stories,” both historical and mythological.  Early mentions of constraints to non-human aggressiveness during conflicts appeared as early as the Code of Hammurabi (1750 BC) [Degos, J. G. (1998). La Mésopotamie, berceau de la finance et de la comptabilité. La revue des sciences de gestion, (174), 53.], which prohibits the imposition by the powerful over the weak.  The Book of Deuteronomy was originally held in an oral tradition based on events involving the prophet Moses (ca. 1350 BC?), which were committed to writing after that and with written versions being extant from much later (ca. 30 BC?), in which an admonition is declared to restrict combatants from cutting down fruit trees [Book of Deuteronomy 20:19–20 l] and from treating captured women as slaves and selling them. [21:10–14 ] . In any case, elaborate sets of rules of conduct seem to have arisen in almost every society and have ranged from being just short or total animalistic bedlam to such strictures that were so restrictive to make combat a mere ritualistic exhibition of mutual distaste, bereft of violence and injury. 

A major milestone in this analysis was generated by a Roman Catholic citizen of Rome, who was of Berber ethnicity educated in Carthage, and by all evidence, was never a combatant, who is now known of Saint Augustine of Hippo. He spoke eloquently about the concepts of a “Just War.” These precepts were expanded upon by others, including Saint Thomas Aquinas, and set some standards that are currently accepted today.

Table One Just War Parameters

	Jus ad bellum
	Jus in bello
	Jus post bellum

	Just Cause
	rules between enemies for the conduct of hostilities and the protection of war victims in
international and non-international armed conflict
	Just cause for termination

	Comparative Justice
	rules between belligerents and neutrals
	Right intention

	Competent Authority
	rules for military occupation
	Meaning no revenge

	Right Intention
	duties during peacetime that help implement the above rules
	Use legitimate existing authority that respects human rights



The U.S. DoD takes a less complex set of criteria and proulgates [Preston, S. E., & Taylor, R. S. (2016). Department of Defense law of war manual. General Counsel of the Department of Defense Washington United States.] a manual for use by U.S. military personnel:

Table Two Just War Parameters as per U.S. DoD

	Jus ad bellum
	Jus in bello
	Jus post bellum

	A competent authority
	Rules between enemies for  conduct of hostilities and  protection of war victims
	Just cause for termination an agreement to end hostilities, 

	A just cause 
(e.g, self-defense)
	Rules between belligerents and neutrals
	Right intention an agreement to end hostilities

	Means must be proportionate to cause
	Rules for military occupation
	Meaning no revenge an agreement to end hostilities, 

	All  alternatives must have been exhausted
	Duties during peacetime to help implement the above rules
	Complete subjugation of an enemy State and its allies

	Right intention on the part of  just belligerent
	
	Simple cessation of hostilities  





2.1 Teacher self-evaluation

So, given the numbers suggested above, one may question the effectiveness of the teachers or the system. The evaluation of students' learning is most often quantified in grades presented. This seems reasonable on its face, but misses the scientific dictum that the evaluation should be done, not by the practitioner, but by some unbiased observer, who ideally does not have any relationship with the teacher. In the case of the trappings of self-evaluation, there is clearly strong impetus for the teacher to "see" improvement worthy of a better grade, both for career advancement reasons and for ego reassurance that the work being expended is worthwhile. [image: HumanPopOver200Mlnia1.jpg]
Figure 1 Population and Education



2.2 Student evaluations

Another common method is the student survey. This is more common in colleges and universities where the student population is interested in which professor is entertaining, non-demanding and a generous grader. But it exists in grade school where a rating by the students found almost a +1.0 correlation between the scores given by the elementary school children and the ratings given by adult of the beauty of the teachers as portrayed in their photographs [10]. As humans, most all of us enjoy being liked and our careers often depend on students' "signing up" for our courses. The inclination to curry favor with the students is patent. If the reader did not see this sort of thing, Figure 2 is shown below.

[image: StudentEvaluationForm.jpg]
Figure 2 Typical Professors' Evaluation Form (Vanderbilt Center for Teaching)


Even parents who are deeply committed to their children's welfare are rarely in a position to assess the competency of their teachers. Their focus is, and should be, on how well their child is progressing and behaving. They occasionally get standardized tests to give them an inkling of increasing proficiency, but again are more likely to regard the teacher-generated grade card as the standard. 


3. Advances in Assessing Instructional Capabilities

Today, computer capabilities have increased the objectivity, accessibility and extensibility of the educational processes. A 
easy access e.g. on-line courses. It offers additional data for educators to track, evaluate, and optimize teaching and learning, promising insights for all educational systems.

3.1 Deep learning
[image: deep-learning-artificial-neural-network-machine-learning-apache-spark-computer-network-neurons-a186ad27b918b78db79969da386b54e5.png]
Figure 3 Notional & Truncated Deep Learning 
(Apache Spark Computer Image)

As discussed before in earlier papers, [16], Deep Learning (DL) is a machine learning technique that constructs more elaborate artificial neural networks. One can add that these layers are analogous to the 

3.2 Virtual conversations

LA and DL are ways in which the researcher can extract information previously not available, but in Virtual Conversations, the information flow is the other way. It produces the most life-like presentation of information in a reassuringly concerned human, day or night, rain or shine, pandemic or good health. With the new insights from LA and DL, a surfeit of new information may swamp the human teacher and call for increased individualization of the material, but the computer through the use of virtual conversational techniques is in no way constrained by human frailties. The Navy funded a career mentoring program to provide a virtual conversational mentor to young people. In Figure 4 one research Assistant, a newly minted Ensign, USN, is shown helping students at a job fair on campus at the University of Southern California. The students rated the experience very as highly "… conversational and real," giving that parameter a 4.3 score on a five-point Likert scale survey. [17] This technology could be developed to provide assistance to classroom teachers.


4. Conclusions

Educators have faced hyper-complexity and human bias in evaluating teachers' effectiveness for several millennia, but new advances have shown that an improved approach could be adopted. Many issues have been addressed, but they would be better addressed by a multi-disciplinary team that includes the M&S standards community. The emerging technologies and the range of multi-disciplinary interfaces may be a major field to expansion that the society will need from the M&S Standards professionals. The risks and costs are appreciable, but the potential benefit may outweigh those in the final analysis. 
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